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This panel will examine a number of issues with regard to testing firewalls, including
the following:

- what is the purpose of testing firewalls

- what sorts of tests

- how is the testing performed

- how can the results be interpreted

Firewalls are now being tested and rated by various organizations and journals.
Theseratings usudly include some analysis of how "secure” the firewall is, i.e., how
wdll the firewall lives up to its security claims and how well the firewall stands up
to high traffic loads. But, some firewall experts disagree with the concept of rating
firewallsfor security, with one of the arguments being that the security of afirewall
depends on many factors, some of which are difficult to test unless one performs
testing on the firewall whereitisinstaled. In other words, afirewall that may be
deemed secure in a test environment may be quite the opposite in a different
environment. At the sametime, many find firewall testing and certification a useful
metric for assessing firewalls and determining which firewall is best for their
respective sites.

This panel will present severa views of testing and certification, with representatives
from industry and the DoD. The audience will be encouraged to participate with
their own experiences on firewall testing and certification.
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